State of Maryland

Administrator’s Report – December 2017
1. Announcements & Important Meetings
Center for Election Innovation and Research Conference
Mary Wagner and I are attending a conference hosted by the Center for Election
Innovation and Research in Louisiana. The agenda is focused on ERIC’s list maintenance
processes and best practices. Also participating in the conference is staff from member
states motor vehicle departments to address data integration with ERIC.

Council on Governmental Ethics Laws (COGEL)
This week, Jared DeMarinis attended the Council on Governmental Ethics Laws’ (COGEL)
annual conference in Toronto, Canada. The conference is a gathering of campaign finance
and ethics officials and regulators from across the nation and Canada. It featured more
than 45 educational sessions and numerous breakfast table topics. Jared led a breakfast
topic on fake news and its issues.

Harvard’s Belfer Center for Science and International Affairs - Table Top Exercise
On December 1, 2017, the Belfer Center for Science and International Affairs, a center
within Harvard University’s Kennedy School, hosted a table top exercise for State and local
election officials from six states. The project - “Defending Digital Democracy” - is an effort
to provide practical cybersecurity advice and trainings for candidates, campaigns, and
election officials. Recent publications include a playbook for campaigns on cybersecurity
and one-page informational sheets on how candidates and campaign workers can protect
their systems and networks. A copy of the one-page informational sheets will be included
in the meeting folder.
Nikki Charlson, Erin Perrone, Vince Omenka, and Allison Murphy, Election Director for the
Caroline County Board of Elections, and I participated in this exercise. During the
simulated election preparation and election day activities, we were assigned various
election roles (e.g., Secretary of State, county clerk, county IT director, chief election
judges) and had to respond to numerous scenarios. These scenarios ranged from system
attacks to hacked social media accounts distributing incorrect information to high turnout
on a very hot day to equipment failures and gun-toting protesters.

Over the next several months, the team (led by the former campaign managers for the
Hillary Clinton’s and Mitt Romney’s presidential campaigns and including undergraduates
and graduate students from Harvard University and Massachusetts Institute of
Technology) will revise their exercises, publish similar publications for elections officials,
and in the spring, offer “train-the-trainer” sessions for three individuals from each state.
Election Directors’ Meeting
On November 30th, we hosted an in-person election directors’ meeting. At this meeting,
we summarized the Department of Homeland Security’s recent risk and vulnerability
assessment, new voter registration and absentee procedures, updates on pollbook
software, hardware, and printers, and plans for the upcoming statewide training program
scheduled for January 2018. A summary of this meeting will be provided once it is
complete.
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2. Election Reform and Management
Elimination of Ballot Stubs
As planned, the Election Judges’ Workgroup met on November 2nd to discuss the use of
ballot stubs. The participants - representing twelve local boards - heard the proposal to
remove ballot stubs and how the ballot printer proposed to package stub-less ballots and
engaged in a vigorous discussion about the use of the stubs.

After listening to the local boards describe the advantages and disadvantages of stubs and
how the ballots stubs are used or not used, we determined that we needed more time to
fully assess how the local boards currently perform ballot accounting and identify best
practices for accounting of paper ballots from election officials here and in other states.
At last month’s Election Director’s meeting, we shared with the election directors our
decision and committed to working with them to develop best practices for ballot
accounting and consider the future of ballot stubs for the 2020 election cycle.

Election Judge Workgroup
The Election Judge Manual has been revised and submitted to the Attorney General’s Office
for approval. Once the Attorney General’s Office approves the manual, each chapter will
be posted to SBE’s Online Library for the local boards to begin customizing.
Ballot Duplication Software
Runbeck Election Solutions has been awarded the ballot duplication software
contract. This duplication solution is available to Anne Arundel, Baltimore, Montgomery,
and Prince George’s Counties and Baltimore City to assist those local boards duplicate
absentee ballots that voters received via SBE’s online ballot delivery system. There is a
kickoff meeting scheduled for December 20th at the Anne Arundel County Board of
Elections. At this meeting, representatives from Runbeck, SBE, and the five local boards
will attend and receive a demonstration of the duplication solution with a question and
answer period after the demonstration.
Absentee Printing and Mailing
The Request for Proposal for the absentee printing and mailing is in its final stages of
being awarded. We received one bid, and the services will be provided statewide.

3. Voter Registration
Electronic Registration Information Center (ERIC)
The local boards continue to process the last ERIC report. Numbers will be provided at the
next board meeting.

MDVOTERS
Software release 6.7 will move into production the weekend of December 16th. The
release primarily deals with candidacy enhancements in preparation for the February 27,
2018 candidate filing deadline.
Non-Citizens
Removal of non-citizens - 6
Removal of non-citizens who voted - 1
Removal of non-citizens who voted multiple times - 0
Non-citizens forwarded to the Office of the State Prosecutor - 6
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New voter registration mailing
Following best practices of other State agencies, other states, and a strong suggestion from
the Legislative Auditor, local boards will begin mailing to each registered voter who
provides a new residential or mailing address a notice about the change of address. The
message will be: “We recently changed your address for voting purposes. If you did not
request this change, please call <the local board’s phone number>.” We shared this new
procedures with the election directors at the November 30th meeting, and mailings will
start this month. While the voter notification card is mailed to the voter’s new address,
this mailing will be sent to the voter’s previous address.

4. Candidacy and Campaign Finance (CCF) Division
Candidacy
As of November 27, 2017, 284 candidates have filed a certificate of candidacy at SBE for
the 2018 General Election.

Campaign Finance
The Contribution Disclosure Statement was due on November 30 for (1) any person with a
single contract with a single governmental entity of $200,000 or more or (2) a person who
provides lobbyist compensation and makes campaign contributions or donation of $500
or more to a candidate or an independent expenditure entity supporting a
candidate. There are over 700 active accounts in the system for the November report
including over 60 new businesses having registered in 2017.
County Public Financing Programs
Jared reviewed Howard County Council Bill 30, the legislation for the public financing
program for Howard County elections, and found that it conformed with State law and
policy. A letter will be sent approving its implementation for the 2022 election.

The following committees filed documents under Montgomery County’s public finance
program.
1. Michele Riley for Council filed on November 7th a request for public matching
funds. The committee failed to meet the minimum requirements on the number of
eligible contributors and aggregate amount. Since a candidate is permitted to
submit only one application for certification, this committee is not eligible to
receive public funds.
2. Nancy Navarro for Montgomery County filed On November 7th a request for public
matching funds. Because the committee had some incorrect data entry of the
contributor information, the report must be amended by December 5th. If an
amendment is not timely filed, the committee will be found not eligible to
participate because it did not meet the minimum requirements.
3. George Leventhal for Montgomery County submitted on November 7th a request
for additional public matching funds. The committee submitted 68 qualifying
contributions totaling $6,080.00 and is eligible to receive $26,270.00 in public
matching funds.
4. Friends of Sidney Katz filed on November 21st a request of public matching
funds. The committee submitted 165 qualifying contributions totaling $14,942.00
and is eligible to receive $49,403.00 in public matching funds. The report is under
review.
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Committees may file matching fund requests on the first and third Tuesday of every
month.
Enforcement
The following committees paid civil penalties:
1. Committee to Retain the Sitting Judges of Montgomery County MD paid on
November 9th a $100.00 civil penalty for failing to include an authority line on its
website.
2. State Law Enforcement Officers Labor Alliance PAC paid on November 3th a civil
penalty of $750.00 for failing to report on a campaign finance report all
contributions and expenditures. Additionally, the committee could not identify all
of its contributors when audited, and as a result, remitted to the Fair Campaign
Financing Fund the anonymous contributions of $150.00.
3. Friends of Greg Hall paid on November 7th a civil penalty of $700.00 for failing to
maintain account books and records; reporting all contributions and expenditures
on a campaign finance report; and making a disbursement by unauthorized
method.
4. United for Maryland PAC paid on November 9th a civil penalty of $50.00 for
engaging in campaign finance activity prior to its establishment.

Project Management Office (PMO)
Inventory: Excess Equipment Disposal
We continue to work with the Department of General Services (DGS) and the State’s
contract recycler to dispose of the legacy TS-R6 voting system. To date, 6,393 TS-R6 units
have been picked up by the recycler.

Inventory System Updates
On November 9th, the local boards were granted in the new inventory production system
“view only” access to their equipment and supplies. On December 4th, the local boards
received training on and access to updating and transferring equipment in the test
system. Over the next month, the local boards can use the test system to become familiar
and comfortable with the system’s functionality in preparation for the local board’s go-live
date the week of January 8th. At that time, they will be responsible for the update and
transfer of their own equipment and supplies.
Staffing
The PMO continues work on the planning for the statewide staffing of temporary election
support resources for the 2018 Primary Election. The planned date for Board of Public
Works approval is January 3rd.

Other
We continue to work with the Worcester County Board of Elections and the Worcester
County administration to resolve the mold issues in the Worcester County Local Board of
Elections’ warehouse. SBE hired a mold remediator/cleaner to transport the equipment
and supplies from the warehouse to the contractor’s facility in in Glen Burnie, remove the
mold from equipment and supplies to be cleaned, and wrap equipment and supplies that
cannot be cleaned.
All equipment and supplies will delivered to SBE’s Central warehouse on December
8th. The cleaned equipment and supplies will be transported back to Worcester County
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when a new warehouse facility is secured. Equipment that cannot be cleaned will be
disposed of following DGS’ disposal process.

Voting Systems
Electronic Pollbooks
The release version of the electronic pollbook software is due tomorrow. This is the
software version to be used for the 2018 Elections. The software will be loaded onto a
small amount of pollbooks in each LBE for testing, including the pre-primary training
scheduled for January.

SBE will also receive the first production models of the new electronic pollbooks this
month. These will be going to two local boards - Caroline and Charles - for use in the 2018
Elections. The balance of the new pollbooks will be received in February.

Pre-Election Testing and Volume Testing
Preparations for the pre-primary testing continues. A group of local boards reviewed the
plans and submitted feedback, and the plan has now been issued to all local boards. The
local boards will simulate the pre-election logic and accuracy testing, early voting, election
day operations, and the canvas process. Most of the work will take place in the third week
in January.
Server Updates
Updates to the certified network servers and workstations have taken place the last two
weeks. Images containing two updates have been loaded. The updates optimize the hard
drive space on the servers and install new hardware drivers to stabilize the speed of
loading the data from the ballot scanners. These updates have been approved by the U.S.
Election Assistance Commission.

Additional Equipment for 2018 Elections
With the addition of ten new early voting sites for 2018, the team has been procuring and
configuring the required additional equipment. 33 new modems have been procured and
are being configured. These are for both the new early voting sites, and the replacement
of older 3rd generation modems. All 3g modems must be replaced by December 2019, as
Verizon will be discontinuing their support for it then.

The additional voting equipment previously approved by the Board of Public Works is
scheduled to be delivered in February. The equipment will be received at the central
warehouse for acceptance testing, and then delivered to the local boards in early March.

Documentation
The team has been updating the Conducting the Election Guide for 2018. While there are
no major changes, there are the changes to the pollbook software, updates to the EXP
application that handles exports from the election night and certified networks, and
lessons learned from the 2016 elections.
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7. Information Technology
Risk and Vulnerability Assessment
From November 6th - 17th, representatives of the Department of Homeland Security
(DHS) performed a risk and vulnerability assessment on several of our IT systems. The
assessment included a test “phishing” email and external and internal vulnerability and
penetration testing of our internal network and websites (including the online voter
registration system, voter look-up, polling place locator), MDVOTERS, MD CRIS, and the
pollbook database. Although we are awaiting the final report, the DHS representatives
shared that they did not obtain any significant access to any of our systems and offered
some preliminary recommendations, all of which we have either implemented or are in
the process of implementing.

Newly Proposed
Early Voting Centers for the
2018 Elections
State Board of Elections
December 7, 2017 Meeting

Anne Arundel County- 7 early voting centers
Roger “Pip” Moyer Recreation Center
Crofton Community Library
Anne Arundel County Board of Elections Office









Replacing the Annapolis Senior Activity Center
Additional two centers
80% of voters live within 5 miles of one center
Accessible for 2018 early voting
Allows for electioneering
Adequate parking
Adequate to handle estimated peak voting hour
Accessible by public transportation (Roger “Pip” Moyer)

Anne Arundel County Map

AABOE Office
Glen Burnie Regional Library

Odenton Regional Library

Severna Park Community Library

Crofton Community Library
Roger “Pip” Moyer
Recreation Center
Edgewater Community Library

Location of all Early Voting Centers (RED – proposed new centers, GREEN – existing centers)

Anne Arundel County is replacing one early voting center and adding two new early voting centers. They are using four of the
same centers from the 2016 elections and more area is being covered by adding the two new centers. At least 80% of the
registered voters live within 5 miles of one of the early voting centers.

Roger “Pip” Moyer Recreation Center
Voter Entrance

Crofton Community Library
Voter Entrance

Anne Arundel County Board of Elections Office
Voter Entrance

Anne Arundel County
Odenton Regional Library
Glen Burnie Regional Library
Severna Park Community Library
Roger “Pip” Moyer Recreation Center
Edgewater Community Library
Crofton Community Library
Anne Arundel County Board of Elections Office

Recommendation: Approve

Baltimore City - 7 early voting centers
Mount Pleasant Church & Ministries
Dr. Carter G. Woodson Modular Building School #160


Replacing Maritime Industries Academy School #431



Additional center



80% of voters live within 5 miles of one center



Accessible for 2018 early voting



Allows for electioneering



Adequate parking



Accessible by public transportation



Adequate to handle estimated peak voting hour

Public Safety Training Center
The League for People with Disabilities
Mount Pleasant Church & Ministries

Westside Skill Center
University of Maryland Baltimore

Southeast Anchor Library

Dr. Carter Woodson School #160
Location of all Early Voting Centers (RED – proposed new centers, GREEN – existing centers)

Baltimore City is replacing one early voting center and proposing one new early voting center. They are using five of the same
centers from the 2016 elections and more area is being covered by adding the additional center. At least 80% of the registered
voters live within 5 miles of one of the early voting centers.

Mount Pleasant Church & Ministries
Voter Entrance

Dr. Carter G. Woodson Modular Building
Voter Entrance

Baltimore City
Public Safety Training Center
Southeast Anchor Library
Mount Pleasant Church & Ministries
The League for People with Disabilities
Westside Skill Center
University of Maryland Baltimore
Dr. Carter G. Woodson Modular Building School #160

Recommendation: Approve

Baltimore County – 11 early voting centers
Jacksonville Recreation Center at Sweet Air Park
Campus Metro Centre at Owings Mills


Additional centers



80% of voters live within 5 miles of one center



Accessible for 2018 early voting



Allows for electioneering



Adequate parking



Accessible by public transportation (County Campus Metro Centre)



Adequate to handle estimated peak voting hour

Jacksonville Recreation Center

Center for MD Agriculture

Reisterstown Senior Center
County Campus Metro Centre

Honeygo Run Community Center
Towson University

Randallstown Community Center
Woodlawn Community Center

Arbutus Community Center

Victory Villa
Community Center

Sollers Point Center

Location of all Early Voting Centers (RED – proposed new centers, GREEN – existing centers)

Baltimore County is proposing two new early voting centers. They are using the same centers from the 2016 elections and more
area is being covered by adding the two additional centers. At least 80% of the registered voters live within 5 miles of one of
the early voting centers.

Jacksonville Recreation Center at
Sweet Air Park
Voter Entrance

County Campus Metro Centre at
Owings Mills
Voter Entrance

Baltimore County
Towson University – Administration Building
Arbutus Community Center
Honeygo Run Community Center
Sollers Point Multi-Purpose Room
Randallstown Community Center
Victory Villa Community Center
Center for MD Agriculture & Farm Park
Reisterstown Senior Center – Hannah More Campus
Woodlawn Community Center
Jacksonville Recreation Center at Sweet Air Park
Campus Metro Centre at Owings Mills

Recommendation: Approve

Montgomery County – 11 early voting centers
St. Catherine Laboure Catholic Church
Sandy Spring Volunteer Fire Department









Replacing Wheaton Volunteer Rescue Squad
Additional center
80% of voters live within 5 miles of one center
Accessible for 2018 early voting
Allows for electioneering
Adequate parking
Accessible by public transportation
Adequate to handle estimated peak voting hour

Damascus Community Center

Sandy Spring Volunteer Fire Dept

Germantown Rec Center
Bohrer Park Social Hall

Marilyn Prasner Rec Center
Mid-County Rec Center

Executive Office Bldg
Potomac Community Center

St. Catherine Church
Silver Spring
Civic Bldg

Jane E Lawton Community Center
Location of all Early Voting Centers (RED – proposed new centers, GREEN – existing centers)

Montgomery County is replacing one center and proposing one new early voting center. They are using nine of the same
centers from the 2016 elections and more area is being covered by adding the one additional center. At least 80% of the
registered voters live within 5 miles of one of the early voting centers.

Montgomery County
Germantown Community Recreation Center
Marilyn J Praisner Community Recreation Center
Executive Office Building Auditorium
Silver Spring Civic Building at Veterans Plaza
Activity Center at Bohrer Park Social Hall
Damascus Community Recreation Center Social Hall
Jane E Lawton Community Recreation Center
Mid-County Community Recreation Center Social Hall
Potomac Community Recreation Center
St. Catherine Laboure Catholic Church
Sandy Spring Volunteer Fire Department

Recommendation: Approve

Prince George’s County- 11 early voting centers
Kentland Community Center
VFW Post 8950 Hansen Hall


Additional centers



80% of voters live within 5 miles of one center



Accessible for 2018 early voting



Allows for electioneering



Adequate parking



Accessible by public transportation



Adequate to handle estimated peak voting hour

Laurel-Beltsville Senior Activity Center

College Park Community Center
VFW Post 8950
Kentland Comm Center

Bowie Gymnasium
Wayne Curry Complex

Suitland Comm Center

Upper Marlboro Community Center

Southern Regional Tech Complex

Accokeek VFD Training Center

Baden Community Center

Location of all Early Voting Centers (RED – proposed new centers, GREEN – existing centers)

Prince George’s County is proposing two new early voting centers. They are using the same nine centers from the 2016
elections and more area is being covered by adding the two new centers. At least 80% of the registered voters live within 5
miles of one of the early voting centers.

Kentland Community Center

VFW Post 8950

Prince George’s County
Upper Marlboro Community Center
College Park Community Center
Bowie Gymnasium
Wayne K. Curry Sports and Learning Complex
Baden Community Center
Laurel – Beltsville Senior Activity Center
Suitland Community Park School Center
Southern Regional Technology and Recreation Complex
Accokeek VFD Training and Activity Center
Kentland Community Center
VFW Post 8950 Hansen Hall

Recommendation: Approve

Queen Anne’s County- 2 early voting centers
Kent Island Library
 Replacing

the Kent Island Fire Department
 50% of voters live within 10 miles of one center
 Accessible for 2018 early voting
 Allows for electioneering
 Adequate parking
 Accessible by public transportation
 Adequate to handle estimated peak voting hour

Queen Anne’s County
Board of Elections Office

Kent Island Library

Kent Island Fire Department

Location of all Early Voting Centers (GREEN – existing center, RED – proposed new center, BLACK – replaced center)

Queen Anne’s County is replacing one of their early voting centers. They are using one of the same centers from the 2016
elections. At least 50% of the registered voters live within 10 miles of one of the early voting centers.

Queen Anne’s County
Kent Island Library
Queen Anne’s Office Building, Conference Room

Recommendation: Approve

Saint Mary’s County- 1 early voting center
Hollywood Firehouse Main Building
 Moving

from the Carnival Bingo Building
 50% of voters live within 10 miles of the center
 Accessible for 2018 early voting
 Allows for electioneering
 Adequate parking
 Accessible by public transportation
 Adequate to handle estimated peak voting hour

Hollywood Firehouse Main Building

Saint Mary’s County is proposing to use a different building at the same early voting center from the 2016 elections. At least
50% of the registered voters live within 10 miles of the early voting center.

Saint Mary’s County
Hollywood Firehouse Main Building

Recommendation: Approve

State of Maryland

SBE Policy 2017-01: Contingency Plans for the 2018 Elections
Each local board of elections must ensure that voting during early voting and on election day
continues without interruption if all or some combination of the equipment fails, is inoperable, or is
unavailable.
General Contingency Plan Requirements

1. Within 2 hours of the equipment failing or becoming inoperable or unavailable:
a. The equipment must be functioning; or
b. Replacement equipment must be delivered and functioning.

The appropriate contingency supplies must be used until the deployed or replacement
equipment is functioning.

2. Except for extended hours voting supplies, a local board can distribute the contingency supplies
to an early voting center or a polling place before voting starts (e.g., with other election
supplies) or if they are needed.
a. If a local board distributes contingency supplies before voting starts:
1) The local board must label the supplies and specify when they are to be used; and
2) The election judges must immediately use the contingency supplies and continue
using them until the deployed or replacement equipment is functioning.
b. If a local board distributes the supplies only if needed, the election judges must use the
regular provisional voting process to facilitate voting until one of the conditions in §1 above
is met. All contingency supplies must be delivered within 1 hour during early voting and
within 2 hours on election day.
c. Extended hours voting supplies must be deployed with the election judges.
3. A chief judge must notify the local board of the need for the contingency plan. A local board can
require the chief judges to provide notice before or immediately after implementing the plan.

Early Voting Contingency Plans
1.

Electronic Pollbook Back-Up – Use this contingency plan if none of the electronic pollbooks at
an early voting center are functioning. Keep the plan in place until the deployed or replacement
electronic pollbooks are functioning.
a. For counties with one early voting center:
1) To check in voters, use:
a) At least one computer with: (1) the pollbook emulator software 1 to check in
voters; and (2) a searchable list of registered voters to look up voters (preferred
option); or
b) A paper precinct register (the ballot style number is printed in the precinct
register); and
c) Blank voter authority cards.
2) For voting, use the ballot style written on the voter authority card to issue each
voter a privacy sleeve and:
a) A pre-printed ballot; or

1

SBE will provide pollbook emulator software, a searchable list of registered voters, and instructions for loading
software and list onto the computer(s). The searchable list is a back-up to the emulator software in case the emulator
software has the same issues as the software on the electronic pollbook.

This policy supersedes SBE Policy 2007-01 as revised April 2008 and SBE Policy 2010-02, 2011-01, 2015-01, and 201601, and 2016-2.
|P a g e 1
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SBE Policy 2017-01: Contingency Plans for the 2018 Elections

2.

b) A blank ballot activation card if the voter needs to use the ballot marking device.
Write on the back of the ballot activation card the voter’s ballot style number,
and manually select the voter’s ballot style on the ballot marking device.
3) For individuals who want to use the same day registration or address change
process, issue a regular provisional ballot application, pre-printed ballot, and orange
provisional privacy sleeve.
b. For counties with more than one early voting center:
1) To check in voters, use:
a) At least one computer with: (1) the pollbook emulator software1 to check in
voters; and (2) a searchable list of registered voters to look up voters; and
b) Blank voter authority cards.
2) For voting, use the ballot style written on the voter authority card to issue each
voter a privacy sleeve and:
a) Pre-printed ballot; or
b) Blank ballot activation card if the voter needs to use the ballot marking device.
Write on the back of the ballot activation card the voter’s ballot style number
and manually select the voter’s ballot style on the ballot marking device.
3) For individuals who want to use the same day registration or address change
process, issue a regular provisional ballot application, pre-printed ballot, and orange
provisional privacy sleeve.
c. The following supplies are needed for this contingency plan. The local board must have
one set of supplies for each early voting center.
1) At least one computer (preferred) or one paper precinct register;
2) Blank voter authority cards;
3) Regular provisional ballot applications for the same day registration and address
change process;
4) Extra pens; and
5) Instructions for the election judges, including how to select the ballot style on the
ballot marking device.

Electronic Pollbook Network – This contingency plan only applies to counties with more than
one early voting center. Use this plan if the network connection for the electronic pollbooks is
not functioning. Keep the plan in place until the network connection is restored.
a. To check in voters, follow the normal process with the electronic pollbooks. 2
b. For voting, follow the normal process to issue each voter a pre-printed ballot or ballot
activation card and privacy sleeve.
c. For individuals who want to use the same day registration or address change process,
follow the normal check-in and ballot issue process.
d. No supplies are needed for this contingency plan.

3. Ballot Marking Device Back-Up – Use this contingency plan if none of the ballot marking devices
at an early voting center are functioning. Keep this plan in place until the deployed or
replacement ballot marking devices are functioning.
a. For all counties:
1) To check in voters, follow the normal process with the electronic pollbooks.

2 If the network connection is not functioning, electronic pollbooks in the county’s other early voting centers will not be
updated as voters check in to vote. Once the network connection is restored, these electronic pollbooks will be updated.
If any voter voted more than once during this time, election officials will be alerted and will take the appropriate action.

This policy supersedes SBE Policy 2007-01 as revised April 2008 and SBE Policy 2010-02, 2011-01, 2015-01, and 201601, and 2016-2.
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SBE Policy 2017-01: Contingency Plans for the 2018 Elections
b.
c.
d.

2) For voting, issue each voter a pre-printed ballot and privacy sleeve. After manually
marking the ballot, the voter will feed the ballot into the precinct tabulator.
For counties with one early voting center, also give voters the following options:
1) Go to the local board to vote an absentee ballot;
2) Return to the early voting center later that day or on another early voting day; or
3) Vote on election day.
For counties with more than one early voting center, also give voters the following options:
1) Go to another early voting center;
2) Go to the local board to vote an absentee ballot;
3) Return to the early voting center later that day or on another early voting day; or
4) Vote on election day.
The following supplies are needed for this contingency plan. The local board must have
one set of supplies for each voting center.
1) Pens;
2) Ballot receptacle;
3) Instructions for the election judges; and
4) Handout with voters’ options (as specified in §4(b) or §4(c) above).

4. Voting System Back-Up – Use this contingency plan if none of the ballot scanning units at an
early voting center are functioning. Keep the plan in place until the deployed or replacement
scanning units are functioning.
a. For all counties:
1) To check in voters, follow the normal process with the electronic pollbooks.
2) For voting, follow the normal process to issue a pre-printed ballot or ballot activation
card and privacy sleeve. After making selections, the voter will put the marked ballot
in the emergency compartment. This ballot will be tabulated later.
b. For counties with only one early voting center, also give voters the following options:
1) Go to the local board to vote an absentee ballot;
2) Return to the early voting center later that day or on another early voting day; or
3) Vote on election day.
c. For counties with more than one early voting center, also give voters the following options:
1) Go to another early voting center;
2) Go to the local board to vote an absentee ballot;
3) Return to the early voting center later that day or on another early voting day; or
4) Vote on election day.
d. The following supplies are needed for this contingency plan. The local board must have
one set of supplies for each voting center.
1) Ballot receptacle;
2) Instructions for the election judges; and
3) Handout with voters’ options (as specified in §4(b) or §4(c) above).

5. Extended Voting Hours – This plan is implemented if a court orders one or more early voting
centers to remain open past 8 pm during early voting. Keep the plan in place until the closing
time in the court order.
a. The local boards must train election judges on extended hours voting and deploy extended
hours voting supplies.
b. To check in voters, follow the normal process with the electronic pollbooks.
c. For voting:

This policy supersedes SBE Policy 2007-01 as revised April 2008 and SBE Policy 2010-02, 2011-01, 2015-01, and 201601, and 2016-2.
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d.

1) For voters who would have voted a regular ballot during normal voting hours, issue a
pre-printed paper ballot and extended hours envelope.
2) For voters who would have voted a provisional ballot during normal voting hours,
issue a provisional ballot and regular provisional ballot application stamped or
marked with an “E.”
The following supplies are needed for this contingency plan. The local board must have
one set of supplies for each early voting.
1) Extended hours envelopes in a quantity to be determined by the State Administrator;
2) Regular provisional voting applications (stamped or marked with “E” written on the
application) in a quantity to be determined by the State Administrator;
3) Instructions for the election judges; and
4) Forms for election judges to complete at the end of extended voting hours.

Election Day Contingency Plans

1. Electronic Pollbook Back-Up – This contingency plan is implemented if none of the electronic
pollbooks in a precinct are functioning. Keep the plan in place until the deployed or
replacement electronic pollbooks are functioning.
a. To check in voters, use a paper precinct register and blank voter authority cards.
b. For voting, follow the normal process to issue a pre-printed ballot or ballot activation card
and privacy sleeve. If a voter needs to use the ballot marking device, write on the back of
the ballot activation card the voter’s ballot style number and manually select the voter’s
ballot style on the ballot marking device.
c. The following supplies are needed for this contingency plan. The local board must have
one set of supplies for each precinct.
1) Paper precinct register;
2) Blank voter authority cards; and
3) Instructions for the election judges.
2.

Ballot Marking Device Back-Up – Use this contingency plan if none of the ballot marking devices
in a precinct are functioning. Keep this plan in place until the deployed or replacement ballot
marking devices are functioning.
a. To check in voters, follow the normal process with the electronic pollbooks.
b. For voting, follow the normal process to issue a pre-printed ballot and privacy sleeve.
c. The only supplies needed for this contingency plan are instructions for the election judges.
The instructions must include how election judges can provide assistance to voters with
disabilities. The local board must have one set of instructions for each precinct.

3. Voting System Back-Up – This contingency plan is implemented if the ballot scanning unit in the
precinct is not functioning. Keep the plan in place until the deployed or replacement ballot
scanning unit is functioning.
a. To check in voters, follow the normal process with the electronic pollbooks.
b. For voting, follow the normal process to issue a pre-printed ballot or ballot activation card
and privacy sleeve. After marking the ballot, the voter will put the marked ballot in the
emergency compartment. This ballot will be tabulated later.
c. The only supplies needed for this contingency plan are instructions for the election judges.
The local board must provide one set of instructions for each precinct.

This policy supersedes SBE Policy 2007-01 as revised April 2008 and SBE Policy 2010-02, 2011-01, 2015-01, and 201601, and 2016-2.
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4. Extended Voting Hours – This plan is implemented if a court orders one or more precincts to
remain open past 8 pm on election day. Keep the plan in place until the closing time in the court
order.
a. The local boards must train election judges on extended hours voting and deploy extended
hours voting supplies with the election judges.
b. To check in voters, follow the normal process with the electronic pollbooks.
c. For voting:
1) For voters who would have voted a regular ballot during normal voting hours, issue a
pre-printed paper ballot and extended hours envelope.
2) For voters who would have voted a provisional ballot during normal voting hours,
issue a provisional ballot and regular provisional ballot application stamped or
marked with an “E.”
d. The following supplies are needed for this contingency plan. The local board must have
one set of supplies for each precinct.
1) Extended hours envelopes in a quantity to be determined by the State Administrator;
2) Regular provisional voting applications (stamped or marked with “E” written on the
application) in a quantity to be determined by the State Administrator;
3) Instructions for the election judges; and
4) Forms for election judges to complete at the end of extended voting hours.

This policy supersedes SBE Policy 2007-01 as revised April 2008 and SBE Policy 2010-02, 2011-01, 2015-01, and 201601, and 2016-2.
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State of Maryland
Rules of Security Behavior for Board of Elections’ Officials and Employees
This form must be completed and filed with SBE within 30 days of hiring or appointment. Please read this
document carefully. After reviewing the document and in the presence of another person, sign and date this
document. The person who was in your presence when you signed it must sign and date this form as your
“witness. “
Name:

Address:

Phone:

Work Email:

LBE:

City/State/Zip:

Definitions
1. “Election officials and employees” mean individuals who are:
a. A temporary or permanent employee, other than an election judge, of the State Board of Elections
(SBE) or a local board of elections (LBE);
b. A member of the State or a local board of elections;
c. A State or county employee temporarily assigned to SBE or a LBE;
d. A vendor, other than a county attorney appointed under §2-205 of the Election Law Article, providing
services to SBE or a LBE; or
e. A volunteer (other than a voting system demonstrator) who has access to elections information systems.
2. “Election day” includes all days during which early voting is conducted.
3. “Election information system” includes the State’s voting system, electronic pollbook system (including
the EPIC server), voter registration, candidacy, and election management system (MDVOTERS), the online
campaign finance system (MD CRIS), and SBE’s online voter services.
4. “SBE’s online voter services” are the voter look-up, polling place locator, online voter registration and
absentee ballot request system, and the online ballot delivery system.
5. “Voting system” means all networks, components and consumables associated with State’s voting system.
It includes voted and unvoted ballots.
General Rules
Election officials and employees shall:
1. Wear an identification badge and carry a photo identification when required by the Election Director,
State Administrator, or his or her designee;
2. Not share password(s) or provide unauthorized access to an election information system;
3. Not allow unauthorized access to information deemed sensitive, confidential, or trademark specific,
including personal voter registration or candidacy information, to the extent protected by law;
4. Adhere to the State of Maryland’s Software Code of Ethics and other policies related to information
systems; and
5. Consistent with the Policy for Conducting Criminal History Background Investigations, submit to all
necessary criminal history background investigations and receive authorization from the Election
Director, State Administrator, or his or her designee before having access to sensitive, confidential or
trademark specific information, materials or equipment.

Election Information System – Network Rules
Election officials and employees with access to the voting system networks (including servers, workstations,
laptops for regional results reporting, and network equipment), electronic pollbook system, or the
MDVOTERS system shall:
1. Only use the systems for elections authorized by the State Administrator;
2. Only use the systems as authorized by the State Administrator;
3. Only install software authorized by the State Administrator;
Revised: 11/02/2017

Rules of Security Behavior for Board of Elections’ Officials and Employees
Page 2

4. Not move any voting system network equipment unless authorized by the State Administrator;
5. Always secure the room(s) where the voting system network equipment is located;
6. Ensure that a Physical Security Log is located near each voting system server and workstation and signed
by each person who has contact with this equipment;
7. Ensure that the voting system’s Certified Network equipment is not connected to any telecommunication
source without express authorization from the State Administrator;
8. Ensure that voting system’s Regional Collection Networks are only connected to a virtual private
network for the transmission of results and are disconnected from the network when not in use;
9. Only allow access to the voting system network equipment room by individuals who are on the approved
access list (unless physically escorted by an employee with access);
10. Not allow an unauthorized individual to use an election information network for any purpose; and
11. Not share election information network login information or passwords. Only the user shall have
possession or knowledge of his or her own login details and password.

Voting System & Electronic Pollbook Components Rules
Election officials and employees who have access to certain voting system (including voting units, ballots, and
smart cards) and electronic pollbook components shall:
1. Secure all ballots prior to, during, and after the election.
a. All test deck ballots shall be secure at the conclusion of testing each day.
b. Voted ballots shall be secured and stored by precinct for 22 months after the election.
c. Unvoted ballots may be recycled when the State Administrator releases voting equipment.
2. Change combination, access or security locks upon the loss of any authorized employee;
3. Ensure the smart key cards are always secure and frequently inventoried;
4. Immediately report to the State Administrator and Election Director the loss of a smart key card;
5. Maintain constant care, custody and control over voting system and electronic pollbook components;
6. Prohibit unapproved access to or use of voting system and electronic pollbook components to
someone who is not an authorized election official or employee; and
7. Only move voting system and electronic pollbook equipment pursuant to chain of custody signature
and inventory requirements.

Voting Location Rules
Election officials and employees conducting field-work (i.e., visiting polling places) on election day shall:
1. Immediately report the failure of a voting location to open or open on time to the LBE and the State
Administrator; and
2. Immediately notify the Election Director and the State Administrator of any suspicious activity in a voting
location.
I have read and understand these rules of security behavior. I also understand that violation of any applicable
rule may result in:
 Criminal penalties under Election Law Article §§ 16-301, 16-302, 16-802, or 16-804 of the Annotated
Code of Maryland;
 Disciplinary action as defined in State Personnel & Pensions Article § 11-104 of the Annotated Code of
Maryland; and
 Other disciplinary actions as provided under applicable rules.
Signature

Date

Witness

Date
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What Every Campaign Staffer Should Know About Cybersecurity
Congratulations, you’re a cyber target.
Whether you’re an intern or the campaign manager, cyber criminals are trying to break into your
accounts and steal the campaign’s information. Everyone has a responsibility to protect themselves and
the campaign. That includes you.
There are simple things you must do to avoid making yourself and the campaign a victim.

1. Activate Two-Factor Authentication
Adding two-factor authentication to your email, file storage, and social media
accounts is the most important step you can take to secure your information and
it’s really simple to set up. Your campaign will tell you which two-factor method to
use. Two-factor authentication makes it a lot harder for the bad guys to get into your
account, even if they steal your password.

2. Create Strong Passwords
Make your password as long as possible. Think of it more as a “pass-sentence” than a
password. Less than 8 characters is too short. 12 or longer is much better. Contrary to
popular belief, it should not include requirements for numbers, special characters, or
capitalization. SOMETHINGLIKETHISPASSWORDHERE is actually harder to hack than
s0m3TH!n6L1k$. String a set of words together that are easy for you to remember.
Don’t write your password down where someone can find it. If you have even a faint
suspicion that someone might know your password, change it immediately.

3. Keep work on your work accounts
Never use your personal email or storage services for campaign work. Foreign
agents have hacked people’s personal email accounts in the past to steal
information. To keep your personal life secure, use strong passwords and two-factor
authentication.

(Continued on back)
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4. Secure your personal accounts
Make sure you have two-factor and strong passwords on your personal accounts,
just in case someone tries to hack your personal life. If you are on Gmail, there’s a
service for personal accounts called Advanced Protection that uses physical keys to
give you extra protection from someone else logging onto your accounts. There is
also a Chrome extension you can download that helps protect Gmail accounts
against phishing.

5. Watch out…
a.

Clicking links. Avoid clicking links in emails; go directly to a site through your browser
instead. Just clicking a malicious link can install malware on your computer. Be especially
careful of links that ask for your password or personal information. If you see something
suspicious, contact us immediately!

b.

Trust your gut. If an email looks funny or has strange grammar, don’t click anything or
open any attachments. If a co-worker seems to be sending a strange request, or asking
you to share something sensitive over email, pick up the phone and call them to make
sure it’s legit. Never click links, open attachments, or send sensitive information in
response to emails from people you don’t know or addresses you don’t recognize. If you
see something suspicious or aren’t sure what to do, just say so!

c.

Downloading apps. Only download apps from the official Apple or Android store on your
device. Avoid downloading apps you don’t need, since adversaries will sometimes spy on
your computer or phone by creating apps disguised as games or helpful tools.

d.

Social media. Your social media accounts contain a wealth of information about you
and your whereabouts that hackers can use to send you sophisticated phishing emails.
Limit the information you share by default and select security settings that allow only
accepted friends to see personal information. Don’t accept friend requests from people
you don’t know.
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What Every Candidate Should Know About Cybersecurity
Unfortunately, candidates—and their families—are potential cyber targets.
All candidates and their family members should take a few simple steps to make sure their accounts are
not easy targets for hackers.

1. Set the Tone
a. Talk with your family about digital security.
Human choices are the most important factor in any cyber security strategy.
Your family should be aware that hackers may try to target them. They should
follow the security steps below and be vigilant. Most importantly, they should
be careful about what information they put in email and on social media. It’s
especially important to have a conversation with children and teenagers about
securing their social media accounts and setting ground rules about what is
appropriate to post. When possible, keep conversations in person or on the
phone and always assume anything written in email or posted on social media
could become public.
b. Cultivate a security culture in your campaign
Reinforce to staff how important security is to the success of your campaign.
Model security best practices, so staff can follow your example.

2. Keep campaign business off personal accounts
By keeping your personal and campaign email accounts separate, it’s less likely that
hackers will steal your personal emails if they target your campaign.

3. Use encrypted messaging and don’t keep what you don’t need
Use an encrypted messaging app like Signal or Wickr to chat with family or staff.
They’re much harder to hack and you can set them to auto-delete messages. Also
set your email to auto-delete messages more than a month old. This will leave less
data for hackers to steal.

(Continued on back)
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4. Activate Two-Factor Authentication
You and your family members should add two-factor authentication to your
personal and work email, file storage, and social media accounts. Your campaign will
tell you which two-factor method to use. Two-factor authentication makes it a lot
harder for the bad guys to get into your account even if they steal your password.

5. Create Strong Passwords
You and your families should create passwords that are as long as possible. Less
than 8 characters is too short. 12 or longer is much better. Contrary to popular
belief, it should not include requirements for numbers, special characters, or
capitalization. SOMETHINGLIKETHISPASSWORDHERE is actually harder to hack than
s0m3TH!n6L1k$. String a set of words together that are easy for you to remember.
Don’t write your password down where someone can find it. If you have even a faint
suspicion that someone might know your password, change it immediately.

6. Secure your devices
Work with your campaign staff to make sure your computer and phone are secure
as possible. You’ll want to be sure all your devices automatically lock and require a
password. You’ll also want to be able to wipe your devices remotely in case they
get lost.
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Nikki Charlson -SBE- <nikki.charlson@maryland.gov>

Fwd: RFP for Ballot Duplication
1 message
info sbe -SBE- <info.sbe@maryland.gov>
Tue, Nov 21, 2017 at 10:43 AM
To: Nikki Charlson -SBE- <nikki.charlson@maryland.gov>, Donna Duncan -SBE- <donna.duncan@maryland.gov>
---------- Forwarded message ---------From: <grlndlynn@aol.com>
Date: Tue, Nov 21, 2017 at 9:00 AM
Subject: Fwd: RFP for Ballot Duplication
To: info.sbe@maryland.gov
Cc: linda.lamone@maryland.gov
Dear Chairman McManus, Vice Chairman Hogan and Members of the State Board of Elections,
I wrote to you on August 9th about the risks of acquiring equipment to automatically duplicate returned absentee ballots
that voters received online. Please see my email below. As far as I know, the board has not yet addressed the risks and
legality of this approach. However, the minutes of the October 26 SBE meeting stated that, "The Request for Proposal for
software to duplicate during canvassing ballots that cannot be read by the scanning unit is in the process of being
awarded to a bidder. The vendor proposed to offer the software to the five largest counties (Anne Arundel, Baltimore,
Montgomery and Prince George’s Counties and Baltimore City). This solution is not mandatory for these local boards but
is optional if they are interested in the software. "
Maryland requires a certified voting system and requires that the voting system be uniform across the counties. As far as
I know, the equipment being considered is not certified. And using it in some counties and not others would not be
uniform.
I urge you to discuss the risks and legality of this approach before proceeding. The massive amount of manual
duplication that currently must be performed to copy these ballots onto ballot stock is only a symptom of the problem.
The source of the problem is that Maryland, unlike all other states except Alaska and Washington State, allows all voters
both to vote no-excuse absentee and to receive their blank ballots online.
As discussed in my previous email, online delivery of absentee ballots without signature comparison of returned ballots
creates serious security vulnerabilities. Maryland should continue to allow all voters to use the internet to request
absentee ballots. But the actual delivery of the blank ballots to voters over the internet should be restricted to those voters
for whom federal law requires such an option: military and overseas voters must be able to receive their blank ballots
electronically per the MOVE Act, and voters with disabilities must be able to receive and mark their absentee ballots
remotely according to the 4th Circuit NFB decision.
Sincerely,
Lynn Garland
CC
Ms. Linda Lamone, Maryland State Elections Administrator

-----Original Message----From: grlndlynn <grlndlynn@aol.com>
To: info.sbe <info.sbe@maryland.gov>
Sent: Wed, Aug 9, 2017 1:25 pm
Subject: RFP for Ballot Duplication
Dear Chairman McManus, Vice Chairman Hogan and Members of the State Board of Elections,
https://mail.google.com/mail/u/0/?ui=2&ik=79a05339f1&jsver=CS87NgUoRx4.en.&view=pt&search=inbox&th=15fdf3f41718ee24&siml=15fdf3f41718e…
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At the July 27th SBE meeting, the administration said that it had submitted an RFP for equipment to "duplicate
absentee ballots received by voters who requested to receive them via SBE’s website." I recommend against
procuring such equipment because it will introduce new risks to Maryland's voting system, while still not resolving the
security and low return rates for internet-delivered absentee blank ballots. Moreover, the legality of including such
equipment in Maryland's voting system is dubious. Instead of adding a band-aid to the system, internet delivery of
absentee ballots should be limited in order to avoid the associated massive ballot duplication workload and security
vulnerabilities.
I have reviewed the RFP and raise the following issues for the Board to take into consideration.
RISKS
As far as I know, the board has not discussed the risks of using such a machine. The RFP itself does not seem to have
any requirements about the accuracy, speed and quality of the machine: will it work for all inks that a voter at home might
use to mark the ballot? Will it work no matter the lightness or darkness of the submitted ballot? What are the speed
requirements? Do ballots need to be individually fed or stacked? How many in a stack? Does it use ink that does not fade,
smear, or otherwise degrade the paper record over time?

Does the automatic duplication of ballots introduce new security problems? For instance, what if voters receiving their
ballots online were maliciously sent an altered email directing them to an alternative website with an alternative version
of the ballot. This fake ballot could look just like the real ballot, but the spacing could be different so that the ovals fall
in a slightly different place. If they were automatically duplicated, would the newly made ballot also have the ovals in
the wrong place? Therefore, would the votes be incorrectly counted?
LEGALITY
Doesn't such an automated ballot duplication machine have to be federally certified under Maryland law since it would
be part of the voting system? (See Election Law 9-102 below.) Note also that the definition of a voter-verifiable ballot
does not include a machine duplicated ballot.
ADDRESS THE PROBLEM NOT THE SYMPTOM
Automating the duplication of these internet-delivered ballots is addressing the symptom, not the problem. Yes, the
symptom is severe. In Montgomery County alone, over 19,000 ballots had to be hand duplicated in the last election.
Two-person teams filled up 3 rooms for 5 days just hand copying the ballots. As the RFP points out, "Human error can
occur when manually duplicating ballots." and "With the increase of voters requesting to receive an absentee ballot via
posting to the website, the number of ballots that need duplication will steadily increase." The problem is that, unlike
other states, Maryland allows all voters to have absentee ballots delivered to them over the internet.

When the Maryland General Assembly passed the law in 2013 to "authorize" (not require) the internet delivery of
ballots and the ballot marking tool, and when the SBE certified the tool, the security backdrop was very different than it
is today. Internet ballot delivery for all was established before parts of our election systems were under attack and
before Russians allegedly were researching vulnerabilities associated with internet delivery of absentee ballots. An
alleged NSA document says: "Russia/Cybersecurity: Main Intelligence Directorate Cyber Actors...Research Absentee
Ballot email addresses." *
Internet ballot delivery is potentially the most vulnerable sector of Maryland's voting system. The authentication is very
weak: as the computer security expert's letters have repeatedly advised the Board, the front-end authentication
parameters are too widely known to provide sufficient authentication and there is no back-end authentication because
Maryland does not compare signatures upon receipt of absentee ballots as other states do.** NIST (the federal
government’s technical authority on voting systems) says: “Any mechanism used to remotely authenticate voters will
serve as a secondary method to authenticate returned ballots, with voter signatures generally providing the primary
mechanism to authenticate returned ballots. As such, the strength of the remote authentication method can be
relatively weak as long as jurisdictions are confident in their ability to verify voter signatures."(4.2.1 Voter Identification
and Authentication, p. 33, Security Best Practices for the Electronic Transmission of Election Materials for UOCAVA
Voters http://www.nist.gov/itl/vote/upload/nistir7711-Sept2011.pdf)
Comprehensive post-election audits to check election outcomes are key for security, but they are greatly hindered by
having a significant number of duplicated ballots. Post-election audits must sample from the original ballots that the
voters verified, not the duplicated ballots, because only the voter-verified ballots provide the ground truth - - the voters
have never seen the duplicated ballots.
Return rates for internet-delivered ballots have been consistently lower than return rates for postal- delivered ballots - about 12% lower. One of the main reasons is probably that return envelopes are provided for mailed ballots but not
internet-delivered ballots. Although the intent of having internet-delivered ballots was to make voting more convenient,
for some it ended up making voting less convenient. For convenience sake, it is most important that the absentee
https://mail.google.com/mail/u/0/?ui=2&ik=79a05339f1&jsver=CS87NgUoRx4.en.&view=pt&search=inbox&th=15fdf3f41718ee24&siml=15fdf3f41718e…
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ballot can be requested online and less important that the blank ballot itself be delivered online. In fact, having the
blank ballot delivered by mail to the voter provides the convenience of a pre-addressed return envelope.
RECOMMENDATION
All voters should continue to be allowed to use the internet to request their absentee ballot. But the actual
delivery of the blank ballots over the internet should be restricted to those voters whose use is mandated by law
- - military and overseas voters must be able to receive their blank ballots electronically per the MOVE Act, and voters
with disabilities must be able to receive and mark their absentee ballots remotely according to the 4th Circuit NFB
decision. At this point, because the SBE has certified the online marking tool, that certification should be reversed or a
change must be legislated by the Maryland General Assembly.

Sincerely,
Lynn Garland
*https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftheintercept.com%
2F2017%2F06%2F05%2Ftop-secret-nsa-report-details-russian-hacking-effort-days-before-2016election%2F&data=02%7C01%7Csgoodman%40commoncause.org%7C6e3fc6d2acd4417b4c6808d4b38bd
dc0%7Cdb39e4b4de324cf9b66e9d02d8172178%7C0%7C0%7C636330860687069899&sdata=JEIZBEBWO17peA%
2FFpKf1K%2FvNla1LrzKkg%2Fqtg2vYpd4%3D&reserved=0
**Computer scientists sent letters to the SBE warning about the vulnerabilities of the online absentee ballot delivery
and marking system on September 25, 2012, March 23, 2014, and September 12, 2016. For example see, J. Alex
Halderman, David R. Jefferson, Barbara Simons, Poorvi L. Vora, Letter to State Board of Elections, 12 September
2016. Similarly, Michael Greenberger, Law School Professor and Director of the Maryland Center for Health and
Homeland Security, testified (March 27) and sent the SBE warning letters (e.g. February 12, 2004.)
ELECTION LAW

§ 9-102. Certification of voting systems.
(a) ‘‘Voter-verifiable paper record’’ defined. — In this section, a ‘‘voter- verifiable paper record’’ includes:
(1) a paper ballot prepared by the voter for the purpose of being read by a precinct-based optical scanner;
(2) a paper ballot prepared by the voter to be mailed to the applicable local board, whether mailed from a domestic or an overseas
location; and
(3) a paper ballot created through the use of a ballot marking device...
(d) Standards for certification. — The State Board may not certify a voting
system unless the State Board determines that: (1) the voting system will:
(i) protect the secrecy of the ballot;
(ii) protect the security of the voting process;...
(vi) be capable of creating a paper record of all votes cast in order that an
audit trail is available in the event of a recount, including a manual recount; and
(vii) provide a voter-verifiable paper record that:
1. is an individual document that is physically separated from any
other similar document and not part of a continuous roll;
2. is sufficiently durable to withstand repeated handling for the
purposes of mandatory random audits and recounts; and
3. uses ink that does not fade, smear, or otherwise degrade and obscure
or obliterate the paper record over time;
(2) the voting system has been:
(i) examined by an independent testing laboratory that is approved by the U.S. Election Assistance Commission; and
(ii) shown by the testing laboratory to meet the performance and test standards for electronic voting systems established by the
Federal Election Commission or the U.S. Election Assistance Commission;
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