State of Maryland

Administrator’s Report – May 2018
1. Announcements & Important Meetings
U.S. Election Assistance Commission (EAC) Public Meeting - Cyber Security & Funding
On April 18th, the EAC hosted a public meeting to discuss with state and local election
officials cyber security and federal funds available to enhance election security. Nikki
Charlson attended this meeting, and her summary of the meeting is included in the meeting
folder.
U.S. Election Assistance Commission - Standards Board Meeting
On April 19th and 20th, the EAC’s Standards Board met in Coral Gables, Florida. The
Standards Board is comprised of one state and one local election official from each state
and territory and is tasked under federal law with reviewing voting system guidelines and
best practice recommendations identified by the EAC. Nikki Charlson and Katie Brown,
the Election Director for the Baltimore County Board of Elections, represent Maryland on
the Standards Board. The primary topics of discussion were the federal funds to enhance
election security, election security and disaster recovery, and adopting a resolution in
support of the new set of voting system guidelines. A summary of the meeting is included
in the meeting folder.
U.S. Election Assistance Commission - Board of Advisors Meeting
On April 23rd and 24th, the EAC’s Board of Advisors met in Coral Gables, Florida. The
Board of Advisors is comprised of appointees from various of organizations with an
interest in the election process. I am a representative of the National Association of State
Election Directors, and other individuals represent organizations representing state and
local election officials, state and county elected officials, individuals with disabilities, the
U.S. Department of Justice, and the U.S. Department of Defense’ Federal Voting Assistance
Program. The agenda of this meeting was similar to the agenda of the Standards Board
meeting. The Board of Advisors adopted the same version of the resolution adopted by
the Standards Board the prior week.

Election Directors’ Meeting
A summary of the April 12th Election Directors’ meeting is included in the meeting
folder. We hosted an Election Directors’ meeting on May 24th and discussed the changes
to the Democratic candidates for Governor, voting system and pollbook updates, absentee
mailings, and the results of recent security scans. A summary of the meeting will be
provided when it is complete.
League of Women Voters of Anne Arundel County Public Forum
On May 15th, the League of Women Voters of Anne Arundel County hosted a public forum
entitled “Protecting Our Elections: Security of the Systems, Integrity of the
Results.” Discussing these topics was Joe Torre, Election Director for the Anne Arundel
County Board of Elections, John Willis, Professor, University of Baltimore, and Nikki
Charlson. Nikki summarized the activity before the 2016 General Election and explained
how election officials protect, monitor and restore election systems and data. Joe
explained how local election officials protect equipment and data and the strict chain of
custody procedures used throughout the election process. John provided a national
perspective on election security.
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NASS New Voter Forum
On May 21st, Nikki Charlson participated in a panel presentation on Accessible Voting
Initiatives and highlighted how voters with disabilities in Maryland have accessible ways
to register to vote, request an absentee ballot, and mark a ballot (regular and absentee).
She also shared how pollworkers are trained to facilitate voters with disabilities and
pollworkers with disabilities are trained and serve. Nikki was joined on the panel by
Vermont Secretary of State Jim Condos and Ben Jackson of the Disability Rights Maryland
and the panel was moderated by Tom Hicks, EAC Chair. Cortnee Bryant also attended this
forum.
OSCE Needs Assessment Meeting
On May 23rd, Jared DeMarinis met with four representatives of the Organization of
Security and Cooperation in Europe (OSCE) to discuss the current state of elections and
campaign finance. The representatives met with various federal, state, and local officials
from across the United States. They will be issuing a report on whether the 2018 General
Election should have international monitors.

2. Election Reform and Management
2018 Primary Election - Absentee Ballots
On May 10th, SBE transmitted emails and Election Systems & Software (ES&S), the State’s
vendor for printing, inserting and mailing absentee ballot packets, mailed ballots to
requesting military and overseas voters. We are happy to report that we complied with
the deadline established in the federal Military and Overseas Empowerment Act (MOVE)
and in response to a request from the U.S. Department of Justice, supplied data on our
compliance.
On May 17th, the first round of absentee ballots was transmitted to requesting domestic,
civilian voters. This included ballots mailed by ES&S and emails with ballot log-in
information sent by SBE.

As of May 21st, SBE has sent 3,142 emails with information about how to access SBE’s
online ballot delivery system. Over 1,400 voters have successfully logged into their
accounts, and over 1,000 voters printed their ballots.

Harford County - Active Assailant Training
On May 17th, Erin Perrone and Cortnee Bryant attended an active assailant training for
election judges held by the Harford County Sheriff’s Department and the Harford County
Board of Elections. The training was very informative, and the election judges were
thankful to the staff at the Harford County Board of Elections. The Carroll County Board of
Elections, in conjunction with the Carroll County Sheriff’s Department, is also offering
similar training for their election judges. Ms. Perrone will be attending the Carroll County
training.
Supply Orders
Various types of supplies, including absentee envelopes, instructions, and forms, have
been ordered and delivered to the local boards.

Help America Vote Act - Federal Funds for Election Security
We submitted a letter certifying that we will comply with the requirements of the new
federal funds to improve election security. This step enables us to withdraw the
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requested funds. We are developing a plan to allocate the funds in ways to enhance the
security of our election systems and data.
3. Voter Registration
Transmittal of Electronic Applications from State Agencies
Under the Freedom to Vote Act (Chapter 287, 2016 Laws of Maryland), SBE is now
receiving electronic applications from the Department of Human Services.

Under the same act, the Maryland Department of Transportation’s (MDOT) Department of
Mobility was required to begin transmitting electronic applications in July 2017. The
agency has not transmitted records, and SBE recently received notice that, while their
application is fully compliant, they require a contract modification with their vendor to
implement the electronic transfer of records. Mary Wagner reached out to MDOT
regarding the expected implementation timeline but has not received a response.
MVA Transactions
During the month of April 2018, MVA collected the following voter registration
transactions:
New Registration - 9,688
Residential Address Changes - 10,884
Last name changes -1,599
Political Party Changes - 1,807

Non-Citizens
Removal of non-citizens - 9
Removal of non-citizens who voted - 1
Removal of non-citizens who voted multiple times - 0
Non-citizens forwarded to the Office of the State Prosecutor (OSP) - 24

Information on 15 individuals reported in March have now been forwarded to OSP.

4. Candidacy and Campaign Finance (CCF) Division
Candidacy
The deadline for non-principal political parties and petition candidates to file a declaration
of intent is July 2, 2018.
Campaign Finance
On May 10th, Jared DeMarinis provided a campaign finance training at the Maryland GOP’s
State conference. Jared spoke with treasurers and candidates regarding their roles and
responsibilities, coordination, and recent changes in reporting requirements. Over 25
individuals attended this training.
Public Financing Programs
On May 1st, the gubernatorial ticket committee, Marylanders for Madaleno-Jenkins,
submitted a request to receive a public contribution based upon 1,978 eligible private
contributions. The eligible private contributions were raised in accordance with Title 15
of the Election Law Article and exceeded the seed money requirement.
Pursuant to Election Law Article §15-104, Marylanders for Madaleno-Jenkins is qualified
to receive a public contribution. The total authorized amount distributed from the Fair
Campaign Financing Fund to Marylanders for Madaleno-Jenkins was $287,467.46. The
expenditure limit for the campaign is $2,798,369.83.
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As of April 30th, Montgomery County disbursed $2,972,077 to qualified candidates. Twentytwo candidates have qualified for the program, and two more candidates are awaiting
certification upon the submission of an amendment.
On June 7th, Jared DeMarinis is scheduled to appear at the Prince George’s Council meeting
to discuss the public financing program for that county. Additionally, he is meeting with
Wes Williams from the DC Office of Campaign Finance to discuss administering public
financing programs. The District recently passed its own public financing program and
wants to learn best practices.
Campaign Finance Enforcement
The following enforcement actions are occurred since the last meeting.
1. Maryland Psychiatric PAC MD for failure to report contributions on a campaign
finance report and expenditures on a campaign finance report. The committee paid
the $100.00 civil penalty on April 10, 2018.
2. House 2018 Victory Slate for failure to maintain account books and records, report
contributions on a campaign finance report, and report expenditures on a
campaign finance report. The committee paid the civil penalty of $800.00 on April
24, 2018.
3. Friends of Valerie Ervin for failure to maintain account books and records, report
contributions on a campaign finance report, and report expenditures on a
campaign finance report. The committee paid the civil penalty of $650.00 on April
18, 2018.
4. Friends of Lisa Gladden for failure to report contributions on a campaign finance
report and expenditures on a campaign finance report. The committee paid the
civil penalty of $2,600.00 on April 26, 2018.
5. Committee to Elect Aaron Penman because the cost of raffle ticket on the raffle
exceeded the legal limit, an individual purchased more than $50.00 worth of
tickets, an authority line violation. The case was referred to the OSP on March 23,
2018, and the committee paid the $245.00 civil penalty on May 18, 2018.
6. Excellence for Howard County Slate exceeded the transfer limit of $24,000.00. On
February 10, 2018, the committee transferred $100,000.00 to the Friends of Janet
Siddiqui. The case was referred to the OSP on February 23, 2018, and the
committee paid the civil penalty of $1,995.00 on May 18, 2018.
7. Alan Walden 2016 failed to maintain account books and records, to report all
contributions on a campaign finance report, and to report all expenditures on a
campaign finance report. The candidate paid the civil penalty of $500.00, received
on May 22, 2018.

5. Project Management Office (PMO)
Inventory: Excess Equipment Disposal
The PMO continued to work with the Department of General Services and the State’s
contract recycler to dispose of the TS-R6 voting system and other legacy equipment and
supplies. To date, the recycler has picked up 14,896 out of 18,940 TS-R6 units. During
this reporting period, SBE sold or is selling 62 servers, 105 UPS units (currently being
auctioned), 446 UPS units (sold), and 58 workstations. In addition, we have arranged to
recycle 300 legacy TSX voting units.
Inventory System Updates
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SBE and the local boards of elections are conducting the FY2018 audit of their equipment
and supplies. As of May 29th, the statewide inventory audit compliance is at 84%. The
audit is scheduled to be complete by July 15, 2018.

6.

Other
The Worcester County Board of Elections has moved into its new office and warehouse
facility. All of Worcester County’s equipment and supplies that were stored at SBE’s
Central Warehouse have been transported to the new facility. The uncleaned equipment is
still located at SBE’s Central Warehouse and will be disposed of according to DGS’ disposal
requirements.

Voting Systems
Ballot Printing
SBE’s ballot printing vendor printed and delivered ballots for early voting, election day,
provisional voting, and some absentee voting (e.g., the nursing home and assisted living
program, in-person requests, and ballot packets mailed after ES&S stops mailing). This
includes 3.6 million ballots, including test decks. Four local boards requested additional
ballots, and these ballots are scheduled for delivery this week.

Test decks are sets of pre-marked ballots that include each ballot style and at least one vote
for each candidate. The test decks include marked pre-printed ballots and ballot activation
cards marked by the ballot marking device. Ballot activation cards for the test decks are
created using the touchscreen interface and the headset and keypad. The ballots in the test
decks are used during pre-election testing to validate the tabulation of the voting system.
SBE has ordered ballot activation cards for use with the ballot marking devices. These
cards will be delivered to the local boards.

Logic and Accuracy Testing.
The local boards have started the pre-election Logic and Accuracy testing of the voting
equipment for the 2018 Primary Election, and this will continue for the next two
weeks. For each voting location, the local board will test one or more scanners and one
ballot marking device. Each scanner will tabulate ballots in a test deck and generate
results. The results are compared against the expected results to verify accurate
tabulation. The local board of elections then clears the test results and seals the unit for
the election.

Transportation
The transportation vendor is finalizing the schedule for delivery and pick up of equipment
for the 2018 Primary Election. Delivery of early voting equipment will start up to three
days before early voting begins, but early voting equipment must be picked up after voting
ends on the last day of early voting. Delivery of election day equipment typically starts
eight days before election day and the return of the election day equipment typically takes
a similar time.

Electronic Pollbooks
The local boards of elections have finished installing the updated software for the
pollbooks. The software used during early voting and on election day is the same version.
The local boards of elections will start Logic and Accuracy testing on the pollbooks on June
11th, after the precinct pull is performed.
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Telephone: 301-475-7844 ext. 1100- Fax: 301-475-4077

To: Maryland State Board of Elections
Fr: Wendy Adkins, Director St. Mary’s County Board of Elections
Dt: 05/31/2018
Re: Request to use a second Ballot Marking Device for Early Voting

The St. Mary’s County Board of Elections would like to ask permission to use a second ballot marking
device in our one early voting location for the 2018 Primary and General Elections. The 2016 General
Election we had over 13,000 voters utilize the early voting center and having that second ballot marking
device was essential. For the amount of time that it takes to vote on the ballot marking device using the
headset and keypad that voter could take anywhere from 10 to 20 minutes going through the entire
process. This is a long time to tie up one unit for voting, that is why we are requesting to have a second
ballot marking device at our early voting location.

ASSISTANT ATTORNEY GENERAL’S REPORT
April 12, 2018
1.
Benisek v. Lamone, No. 17-333, October 2017 Term (Supreme Court). No
change from the last update. This case involves claims that the State's congressional
districting map is an unconstitutional political gerrymander. Oral argument took place on
March 28, 2018. Solicitor General Stephen M. Sullivan argued the case in the Supreme
Court. Questioning focused on both procedural and substantive elements of the case. The
Court is expected to issue its ruling by the end of June.
2.
In re Petition of the Maryland State Board of Elections, No. 24-C-17005677 (Cir. Ct., Baltimore City). This matter relates to a petition for judicial review of a
decision of the Board of Contract Appeals holding that the State Board had breached its
contract with Star Computer Supply (“Star”) when it sought to recover money it had paid
Star through an offset against other amounts payable to Star by the State of Maryland
under unrelated contracts. In connection with this petition for review, the Central
Collections Unit also sought to intervene in the case, in light of what it believed was the
Board of Contract Appeals’ exceeding the scope of its authority on certain issues that
affected CCU’s practices. On March 18 the Board of Contract Appeals’ ruling was
affirmed by the Circuit Court, and CCU’s motion to intervene was denied. SBE and
CCU have elected not to appeal the Circuit Court’s ruling. SBE is arranging to satisfy
the judgment of approximately $4,000.
3.
Fusaro v. Davitt et al. (U.S. District Court, D. Md.). No change from the
last update. Plaintiff Dennis Fusaro has brought a complaint in federal court alleging that
Maryland violates the First and Fourteenth Amendments by limiting access to the voter
list to Maryland voters and only for purposes related to the electoral process. The State
defendants moved to dismiss the complaint in January, and their reply in support of that
motion was filed February 23, 2018. The motion is fully briefed and awaiting ruling by
the Court. Assistant Attorney General John Grimm is representing the State Board in this
litigation.
4.
Claudia Barber v. Maryland Board of Elections, No. C-02-CV-17-001691
(Cir. Ct. Anne Arundel Cnty.) On January 25, Ms. Barber appealed from the Circuit
Court’s January 11 dismissal of her complaint. Ms. Barber sought damages and judicial
review of, among other things, the State Board’s decision not to issue a declaratory ruling
permitting her to use campaign funds to pay for litigation costs she incurred in her
unsuccessful attempt to retain her position as an administrative law judge in the District
of Columbia. Ms. Barber was ruled ineligible for that position due to her candidacy in

2016 for Judge of the Circuit Court for Prince George’s County, Maryland. Ms. Barber’s
opening appeal brief has been filed. The Appellees’ brief is due on July 6, 2018.
Assistant Attorney General Andrea Trento will represent the State Board in the appeal.
5.
Johnson v. Prince George’s County Board of Elections, No. CAL16-42799
(Cir. Ct. Prince Georges Cnty.). No change from the last update. This case involves a
challenge under the U.S. Constitution and Maryland Constitution and Declaration of
Rights to the SBE’s alleged failure to provide information and access to voter registration
and voting resources to eligible voters detained by the Prince Georges County
Department of Correction during the 2016 election. The case had been originally filed in
the Circuit Court for Prince Georges County but was removed on the basis of the federal
claims asserted by the Plaintiffs. On February 27, 2018, the U.S. District Court for the
District of Maryland granted SBE’s motion to dismiss the Plaintiffs’ federal claims,
declined to exercise jurisdiction over the state claims, and remanded the case to the
Circuit Court for further proceedings. The parties are awaiting further direction from the
court. Assistant Attorney General Andrea Trento will represent the State Board in this
matter going forward.
6.
Lewin v. Lamone, No. C-02-CV-18-001013 (Cir. Ct. Anne Arundel Cnty).
This case involved a challenge by voters in the 41st Legislative District to SBE’s refusal
to remove Nathaniel Oaks’ name from the primary ballot, despite Mr. Oaks’ conviction
on March 29, 2018 in the U.S. District Court to two counts of wire fraud and honest
services wire fraud. On April 20, 2018, the Circuit Court denied Plaintiff’s motion for
preliminary injunction, but on April 26, 2018 granted a motion for reconsideration and
entered the preliminary injunction, on the basis of Mr. Oaks’s intervening cancellation of
his voter registration (rendering him disqualified to be a candidate). The State Board
immediately appealed the ruling and filed a petition for certiorari and a motion to stay the
injunction in the Court of Appeals. The petition was accepted and the motion to stay was
granted on April 27, 2018. On May 2, 2018, following oral argument, the Court of
Appeals reversed the Circuit Court’s entry of the preliminary injunction and remanded
the case with instructions that the Circuit Court dismiss the complaint.
On May 11, 2018, Plaintiffs filed a motion for reconsideration in the Court of
Appeals, on the ground that the death of Kevin Kamenetz on May 10 was likely to result
in the reprinting of ballots and that Mr. Oaks’s name should be removed if ballots were
going to be redone in any event. On May 18, 2018, the State Board filed an opposition to
the motion for reconsideration based on the State Administrator’s determination that
there was not sufficient time to reprint ballots to reflect the filling of the vacancy caused
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by the death of Mr. Kamenetz, and therefore the relief sought by Plaintiffs was moot.
Later that day, the Court of Appeals denied the motion for reconsideration.
7.
Kreamer v. Maryland State Board of Elections, No. C-02-CV-18-000629
(Cir. Ct. Anne Arundel Cnty.). This case involves a challenge by one of the candidates
for the Democratic nomination for Senate District 34 (Harford County) to the eligibility
of the other candidate for that nomination. The challenged candidate was not named as
defendant in the case. On May 21, 2018, the Circuit Court granted the State Board’s
motion to dismiss, ruling that laches barred Ms. Kreamer’s claims and that Ms.
Kreamer’s failure to name a necessary party as a defendant in the lawsuit also required
dismissal. That afternoon, Ms. Kreamer filed a petition for certiorari to the Court of
Appeals. The State Board’s answer to the petition is due June 8, 2018. Assistant
Attorney General Andrea Trento is representing the State Board in this matter.
8.
Ervin v. Lamone, No. _____ (Cir. Ct. Anne Arundel Cnty.). This case,
filed on May 29, 2018, involves a challenge by gubernatorial candidate Valerie Ervin to
the State Administrator’s determination that there is not sufficient time to reprint ballots
to reflect the filling of the vacancy caused by former gubernatorial candidate Kevin
Kamenetz’s death on May 10, 2018, by Ms. Ervin and her running mate, Marisol
Johnson. Ms. Ervin has filed a motion for a temporary restraining order and/or
preliminary injunction, which should be heard early next week. Assistant Attorney
General Andrea Trento is representing the State Administrator in this matter.
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U.S. Election Assistance Commission (EAC)
Public Forum: An Election Security Conversation with U.S. Election Officials
April 18, 2018 – Coral Gables, Florida

1

Commissioners Present: Tom Hicks, Chair, & Christy McCormick, Vice-Chair

New Help America Vote Act (HAVA) Election Security Funds
Mark Abbott of the EAC provided an overview of the $380 million of federal funds
• Congress intended these funds to be used for election security.
• EAC issued award packets on 4/17/18. This date starts the “90 day deadline” for states
to submit a narrative and budget for these funds. The deadline to submit the narrative
and budget is 7/15/18 or 7/16/18.
• States can now access all or some of the funds.
• The narrative should be 1-3 pages and can be amended as needed.
• Funds must be expended by March 2023. There is less flexibility with these HAVA funds
than the original HAVA funds, but there may be a process for extending the funds.
• EAC will post states’ narratives and budgets and ideas on how to spend this money
• There is a 5% match associated with these funds. The match is 5% of the amount of
federal funds allocated to a state. The match must be met within next 2 fiscal years and
can include state funds spent on similar efforts (“in kind” contribution). A state may be
able to count towards its match costs spent between 10/1/2017 (start of current fiscal
year) through 3/22/2018 (date Omnibus bill was signed).
• EAC will continue to hold conference calls and Webinars to help states with funds.

Election Cybersecurity Update from the Perspective of Local Election Officials
1. Lance Gough, Executive Director, Board of Elections Commissioners, Chicago: Suggested
concentrating on who has election data, reducing the amount of data that is distributed
(e.g., don’t distribute dates of birth, last 4 digits of social security numbers), and
reviewing security procedures with vendor.
2. Ricky Hatch, Clerk, Weber County, Utah: Since peoples’ trust is the highest with local
government, let local election officials be the face of election administration.
3. Noah Praetz, Director of Elections, Cook County, Illinois: Since defending digital systems
is difficult, create of “army of digital defenders” to: (a) improve defenses based on
recently issued best practices (e.g., Belfer Center’s Defending Digital Democracy Project,
Center for Internet Security); (b) Work with outside vendors and free services (e.g., DHS,
Google, Cloudflare) to defend systems; and (c) build culture of security. Use emergency
procurement options to obtain services before November 2018 election.
4. David Staffod, Supervisor of Elections, Escambia, Florida: Provided an overview of the
Election Infrastructure’s Government Coordinating Council and recommended against
legislating specific solution (e.g., type and scale of audits).
Questions and Responses:
1. Audit sample size (Hicks): Financial audits typically only require 60 samples to be
deemed sufficient. Ricky Hatch thinks that the sample size should be larger for elections.
Utah’s audit standard is 5%.
2. Other supporting entities (Hicks): David Stafford reported that rarely does someone say
“no” when asked to help. Ricky Hatch offered DHS’ services as an example of free help.
3. Impact of breach (McCormick): Depends on the system and preference is to return to
paper processes.
4. Systems review – independently or systemwide (McCormick): Weigh accessibility and
security and adapt best practices to elections (e.g., not opening attachments from
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individuals you don’t know doesn’t work for government). Likely to see a “hack” blamed
for a common election day event (e.g., voter’s name not on precinct register).
5. “No cost” actions (McCormick): Need to shore up resources across all states. Illinois hired
an individual to help implement recent best practices (e.g., Center for Internet Security).
a. Develop an election security mindset and distribute down to pollworkers
b. “Human firewall” training
c. Carve out time to learn and read
d. Think like a bad actor and figure out how a bad actor could get in

Election Cybersecurity Update from the Perspective of State Election Officials
1. Peggy Reeves, Assistant to the Secretary of State for Elections, Connecticut highlighted
some of the security practices in place in Connecticut. Decentralized elections are an
asset and a liability – hard to have a large impact but lots of opportunities for attack. In
an effort to combine staff with IT and elections experience, created cybersecurity election
group in office and participates in State’s Cyber Task Force.
2. Elaine Manlove, State Election Commissioner, Delaware highlighted Delaware’s upcoming
transition to new election systems and its security practices.
3. Brad King, Co-Director, Indiana Election Division summarized recent changes due to
legislation (Public Law 100), which includes a prohibition of selling or transferring
certified voting equipment to non-election officials.
Questions and Responses:
1. Experience with vendors (McCormick): Vendors play key role in security and three
panelists seemed mostly satisfied with vendors’ responses (exception: pollbook vendors
as stated by Brad King). Previously, vendors had been focused on physical security (e.g.,
chain of custody) but not cybersecurity.
2. Major cyber concerns (McCormick): (a) local election official knowledge and training; (b)
cybersecurity impacts everyone; (c) training; and (d) change of communication
(encourage vendors and election officials to report anomalies).
3. Confidence in systems (McCormick): Yes. No votes were changed in 2016, increasing
knowledge, assigning more resources, and as secure as they can be now.
4. EAC assistance (Hicks): Continue to support election officials and support distribution
and use of new HAVA funds.
Comments from Election Officials in Audience
1. Dwight Shellman, Colorado: (a) EAC: Identify common threats and offer online
cybersecurity training for election officials and pollworks; (b) Election integrity
advocates: Understand that election officials need to use technology and develop ways
to “trust but verify” the systems and don’t be afraid of technology; and (c) Vendors:
Understand that you are providing critical infrastructure and that election officials need
to “trust but verify” the systems.
2. Doug Kellner, New York: Submitted detailed written statement and summarized two
points: (a) New York passed new law requiring the disclosure of independent
expenditures for Internet ads; and (b) allow public access to ballot images so that
anyone can perform an audit
3. Rob Rock, Rhode Island summarized security practices related to online systems,
election day procedures, and human resources. Rhode Island conducted and plans to
continue to conduct a cybersecurity summit for election officials.
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Election Directors’ Meeting – April 12, 2018
I. Welcome
Nikki welcomed all the participants. All local boards participated by either attending the
meeting or joining the conference call.

II. Administration
A. Introduce David Walker - Nikki introduced SBE’s newest employee. David Walker is part of
Vince’s IT ream and will be handling many of the tasks that Daniel performed. Be sure to
introduce yourself to David when you see him.
B. Federal HAVA Funds – Nikki stated that we will be receiving $7.4 million in federal money to
assist with improving election security. SBE has not received the money yet, but is preparing
a written plan on how best to spend the money. The goal is to prioritize tasks and determine
the long-term impact of those tasks.
C. Disaster Recovery Plans – Feedback & Update Process – Nikki announced that all disaster
recovery plans were reviewed and comments were provided to the local boards. The second
round of review is in progress and Nikki will provide feedback on the revised plans back to
the local board as soon as possible.
III. Voter Registrations
A. Voter Registration Applications – Donna stated that the Voter Registration Applications are
being printed and will take 4-6 weeks. It is common practice to not print Voter Registration
Applications until after the end of the legislative session in case of any law changes. In
response to a question, Donna stated that since there was a place for the date of birth on the
previous application, there is a place for the date of birth on the new application. Nikki
clarified that Public Service Requests (PSR) will not include the date of birth.

IV. Voting Systems
A. Upcoming LBE Warehouse Self-Assessments – Shafiq stated that a survey will be distributed in
May asking each local board to provide the condition status of their warehouses. The
purpose of the survey is to identify any issues with the warehouse and for SBE to offer any
support if needed. Shafiq asked all the local boards to submit their survey responses by the
end of July.
B. 2018 Primary Election-Ballot Information – Donna stated that all the ballot proofing tasks are
finished and Natasha expects to have everything ready by Monday. There are two court cases
involving a candidate for State Senator from Baltimore City to determine whether the
candidate may remain or removed from the ballot. Paul stated that Brandon is working of
the estimated number of ballots and ballot styles for each local board. He reminded all the
local boards to review the spreadsheet and write “Agree” or “Disagree” on the spreadsheet.
Once all the local boards confirm their ballot order, the ballots will be printed.
C. Pollbook Software Update – Paul stated that Brandon is preparing the package for updating
the pollbook software. There is one version of the software for both early voting and election
day. Brandon will send an email to the local boards when the software is ready.
D. Equipment Movement – Paul reminded all the local boards to inform him if the certified or
ENR networks need to be moved in your office or warehouse.
E. Documentation – Paul updated everyone on the status of the CTE Guide. Because of the
success of the results reporting checklist, a checklist has been added to the L&A section of the
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CTE Guide as well. The early voting and election day sections of the CTE Guide have been
posted to the Online Library.

V. Project Management Office
A. Inventory
1. FY2018 Annual Inventory Audit – Keith stated that all equipment must be audited between
April 1st and June 30th as requested by the Department of General Services (DGS).
2. All new equipment and supplies need to be entered into eQuip – Keith reminded everyone
that any new equipment and supplies received by the local board must be entered into the
eQuip inventory system.
3. GoTo Webinar to take place next week to go over the – Keith stated that the next GoTo
Webinar is scheduled for Wednesday, April 18th. The topics will include a review of how to
scan current equipment and what supplies will need to be counted.
4. Completing the Survey – Keith reported that a survey will be sent to the local boards to
help determine which devices are used or will be needed to conduct the inventory.
B. Staffing
1. Trainer schedule reminders – Keith stated that all the trainers are on board and have begun
training at some of the local boards. He reminded everyone that if any scheduling changes
are necessary, the request for a training schedule change must be submitted to Sharon
Tolson-Feemster. Sharon’s email is sharon.tolson-feemster@maryland.gov.
2. Upcoming – Keith reported that Shafiq and the Regional Managers will begin the
onboarding process for LBE techs, L&A staff, and other positions.

C. Black/Gray Cart Locks and Components – Keith stated that the cart locks and components
should have been delivered to the local boards who requested them. The order will cover
carts that need repaired for the primary election. If parts will be needed for the general
election, send an email to Keith as soon as possible because there is a 10 week order time for
the parts.
D. 2018-2019 Insurance Certificates – Keith reminded everyone that the 2018-2019 Insurance
Certificates must be submitted again beginning on July 1st.

VI. Election Reform
A. Absentee Printing & Mailings
1. Ballot Tracking Training – Erin stated that the March 30th issue of the County Bulletin
stated that each local board was asked to provide a list of staff members to be trained on
the ballot tracking interface from ES&S. Send to Erin the first name, last name and email
address of each staff person who should receive the training. The training will be
conducted via webinar. Training for Allegany through Harford Counties will take place on
Tuesday, May 1st at 2:30 pm. Training for Howard through Worcester Counties and SBE
will take place on Wednesday, May 2nd at 2:30 pm. If the scheduled training for your local
board does not work for your staff, let Erin know.
2. Absentee Submission through MDVOTERS – Erin stated that local boards no longer need to
submit absentee files to SBE through MDVOTERS. Erin Dennis will be able to “pull” all the
files on the corresponding days according to the absentee working calendar at 11 am. All
local boards should complete any proofing tasks and date entry by 11 am on the days SBE
will send files to ES&S. Also, Erin asked that no data entry should be performed on those
days between 11:00 to 11:30 am. Erin Dennis will send a reminder email to all the local
boards the night before a “pull” day. She will also send an email when the “pull” has been
completed and data entry may resume.
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B.

C.

D.
E.

3. Last Day to Submit Absentee Ballots to ES&S – Erin asked everyone to send the date to
which each local board would like to stop submitting absentee files to ES&S and handle
mailed ballots in-house.
Legislation Report – Experience with 16-year-old Election Judges – Erin reported that HB73,
which was passed during the 2017 General Assembly, allowed 16-year-old persons to be an
election judge. One of the requirements of that law is that SBE has to survey the local boards
after the 2018 elections regarding the experience with 16-year-old judges. Be mindful of any
16-year-old election judges during your recruitment efforts, training classes and service on
election day. Some ideas to consider include:
• How and where were they recruited?
• Did they attend training?
• Were they late to training?
• Did they train and serve with a parent or guardian?
• Were they interactive during training?
• Did they serve on election day?
• Were there any problems, comments or compliments regarding their service?
Erin stated that a formal survey will be sent after the primary election and then another
survey after the general election. Then a report will be sent to the various committees
composed of the local boards’ answers to the survey. Erin encouraged everyone to send any
topics or questions to her for the survey.
Federal Tax Withholdings for Election Judges – Erin thanked Kaye Robucci and Barry Jackson
of Washington County for bringing to her attention that the federal withholding exemption
amount increased to $1,800 instead of $1,700. Luckily, the Election Judges’ Manual does not
include specific amounts. However, if an election judge asks about the amount, Erin
reiterated that the federal tax withholding is now $1,800 instead of $1,700. A new memo
from the Department of Budget & Management (DBM) will be forthcoming.
Election Judge Training Evaluation Checklist – Erin reported that the Election Judge Training
Evaluation Checklist has been updated and posted to the Online Library. Cortnee will be
evaluating the training classes for the primary election and she will be contacting those local
boards where she will be evaluating the training classes.
Alternate Early Voting Center(s) – Erin reiterated that Monday, March 26th was the deadline
for local boards to submit the Early Voting Center Survey form for each of their alternative
early voting centers. She reminded everyone to submit the documentation as soon as
possible. If the same alternate early voting center(s) was used in the 2016 elections, the
documentation may be submitted.

VII. Legislation
A. Summary – Donna thanked everyone for their hard work during this year’s legislative
session.

HB 532 - Secure and Accessible Registration Act (SARA) – Re-designates electronic voter
registration agencies – Motor Vehicle Administration, Maryland Health Benefit Exchange,
local department of social services and Mobility Certification Office in the Maryland Transit
Administration - as automatic voter registration agencies. Effective July 1, 2019, these
agencies shall inform the applicant that the applicant shall be registered to vote or the
applicants’ voter record will be updated unless the applicant declines.

HB 981/SB 875 - Online Electioneering Transparency and Accountability Act- Requires online
platforms to create a public database of purchasers of online ads. Additionally, the act allows
for the State Administrator to investigate and subpoena witnesses and records for violations
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of the authority line requirements on the Internet. At the conclusion of the investigation, we
could seek an injunction for removal of the online political ad if the purchaser fails to comply
with disclaimer requirements. Finally, the act bans the use of foreign currency in the
purchase of campaign material. Effective July 1, 2018.
HB 1278 - Postelection Tabulation Audit - Requires an automated software audit for the
primary and general and a manual audit for the general. Effective June 1, 2018

HB 1331 - Election Law - Cybersecurity - Requires the State Administrator to report certain
significant security violation attempts. Requires that if an Election Service Provider knows
that a security violation or significant attempt has occurred to notify the State
Administrator. Requires that certain information be provided by certain voters using the
online absentee ballot system. Also codifies the SBE contingency policy process for a paper
or electronic backup copy of the list of voters. Effective July 1, 2018.

HB 1717 - State Government - Protection of Information - Voter Registration Numbers Excludes a voter registration number from the definition of personal information under the
State Government Article. Emergency bill effective April 9, 2018.

SB 281 - Maryland Cybersecurity Council - Membership - This designates the State
Administrator of Elections or designee as a member of the Council effective Oct 1, 2018.

There are also two Constitutional Amendments that will appear statewide on the 2018
General Election ballots.

1. HB 532 - Elective Franchise - Registration and Voting at Precinct Polling Place. This will
ask voters if they want to have same day registration on election day.
2. SB 1122 - Education - Commercial Gaming Revenues. Nicknamed the “lockbox” bill.

VIII. Information Security & Technology
A. MS-ISAC and EI-ISAC Membership – Nikki explained that the Multiple State–Information
Sharing & Analysis Center (MS-ISAC) shares security information about its membership. The
Election Infrastructure-Information Sharing & Analysis Center (EI-ISAC) is composed of
members from the election community. Nikki encouraged the local boards to sign up to
receive alert emails. Once a local board signs up for one of the alerts, the local boards
will receive alerts from both entities. The information is very technical, but local boards may
contact SBE to assist with understanding the technical terms and vocabulary. Nikki stated
that once all the local boards sign up for the alerts, SBE will stop sending the emails through
County Support. To sign up for the alerts, go to https://www.cisecurity.org. Look for the
green button labeled “Join MS-ISAC.” Nikki reminded everyone to enter your local election
board instead of the State Board of Elections when signing up for the alerts.
B. SBE Website – New “Election Security” Information – Nikki stated that security information has
been added to SBE’s website that contains general information available to the public and
includes details on how we are ready for the 2018 elections. Nikki encouraged everyone to
have a link on their website to direct voters to SBE’s website for security information.
C. Social Media
1. Mitigating Risks by Restricting Use – Nikki stated that SBE will begin restricting access to
Facebook, Twitter and other social media websites by staff in order to further protect our
systems and eliminate the risks associated with social media websites. Nikki reiterated
that one of the consequences is that staff who is responsible for social media at each local
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board will also be restricted. However, personal devices can still be used to update social
media accounts for the local board.
2. “Verifying” Official Social Media Accounts – Nikki stated that the National Association of
Election Directors (NASED) is assisting SBE with verifying our social media accounts.
Verified social media accounts have a blue checkmark next to the account name or handle
and confirms the account is authentic. This helps prevent a bad actor from mimicking or
impersonating another account. NASED has volunteered to assist the local boards with
the verification process. The April 13th issue of the County Bulletin will include
instructions so we can assist in the process.
D. Department of Homeland Security – Recent Cyber & Protective Assessments – Nikki reported
that over half of the local boards requested DHS to perform an assessment of the office
and warehouse. If a local board is still interested in an assessment, send an email to Nikki
and she will initiate the assessment.
Nikki stated that the final phishing email was sent to Maryland.gov and wraps up a test
performed by DHS. If a user clicked onto the link in any of the phishing emails, the user was
directed to a landing page that explained information about phishing emails. Nikki reported
that 7 users clicked on the link in the “Twitter” email and 32 users clicked on the link in the
“Whitney” email. In total, only 14% out of 315 users clicked on a link in one of the phishing
emails. Nikki reiterated that if a user received a phishing email, forward it to Vince Omenka
and then delete the email. If a user feels that his or her account was compromised, the user
should immediately change his or her password.

E. Deactivation of Inactive Maryland.gov Accounts – Vince reported that DoIT began inactivating
Maryland.gov accounts in which the user has not logged into the account for 30 days. If a user
does not log into his or her account after 30 days, DoIT will deactivate that account. Contact
Vince if there are any problems.

F. SBE Website – Vince reported that in order to enable a new SSL certificate that was installed
on SBE’s main web server, certain Domain Name System (DNS) changes need to be made by
DoIT to establish the domain name elections.maryland.gov as our default Uniform Resource
Locator (URL) and two other URLs as aliases to our website. When referencing SBE’s website,
be sure to use the domain name elections.maryland.gov as the default.

X. Future Election Directors’ Meetings
No future meetings have been scheduled.
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Commissioners Present: Tom Hicks, Chair, & Christy McCormick, Vice-Chair

2018 HAVA Funds: Mark Abbott, EAC’s Director of Grants, presented information about the
2018 Requirements funding for improving election security. His presentation will be available
on the EAC’s website. Highlights from his presentation are:

1. Each state’s narrative plan should include the following priorities: (1) voting system
replacement and upgrades; (2) election auditing; (3) voter registration systems and
management; (4) cyber vulnerabilities; (5) training; and (6) communication.
2. EAC’s Inspector General will audit all states that receive this funding.
3. EAC has a sample budget posted on its website.
4. A state’s plan should reflect whether funds will be drawn down at one time or partial
payments over time.
5. Equipment and other items purchased with this funding will be the property of the
state at the end of 5 years. Inventory and reporting requirements end after 5 years.
6. Likely able to count funds spent from 10/1/17 – 3/22/18 as part of the match. EAC will
provide definitive answer soon.
7. If salaries are funded, need to keep paperwork showing time spent on grant activities.

Election Security Panel
Panelists: Bob Giles, Director, New Jersey Division of Elections; Mark Goins, Tennessee
Coordinator of Elections; David Wulf, Acting Deputy Assistant Secretary, Office of
Infrastructure Protection, DHS
Moderator: Mark Listes, EAC

EAC has a video about the election process (https://www.eac.gov/videos/election-security/).
David Wulf provided an overview of the critical infrastructure designation and the services
DHS can provide, including an on-site response team. Bob Giles and Mark Goins shared their
states’ experiences in DHS, and Mark stated the need to have a new mindset about
cybersecurity.
Elections & Disaster Recovery
Panelists: Bob Giles, Director, New Jersey Division of Elections; Walt Latham, General
Registrar, York County, Virginia; Michael Morley, Professor, Barry University School of Law;
Genevieve Whitaker, Deputy Secretary of Elections, Virgin Islands
Moderator: Christy McCormick

Bob Giles shared conducting an election during Super Storm Sandy, and Genevieve Whitaker
shared the impact of the 2017 hurricanes on the Virgin Island’s infrastructure. Walt Latham
shared his efforts to draft a disaster recovery plan for Virginia election officials. Michael
Morley shared the legal precedent with conducting an election in the face of a natural disaster.
In response to a question, Michael Morley stated that federal “failure to elect” provisions likely
mean that states could delay or postpone a federal election.
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VVSG
Panelists: Brian Hancock & Ryan Macias, EAC, and Greg Riddlemoser, VVSG Committee

Ryan Macias explained the process of receiving feedback on the draft VVSG and included a
proposal that the commissioners approve both the VVSG and the Requirements and Test
Assertions. There was a vigorous discussion about whether the commissioners should
approve the Requirements and Test Assertions and the consensus of the speakers was that the
approval of the Requirements and Test Assertions should not require the approval of the
commissioners.
VVSG – Consideration of Resolution 2018-1
The proposed resolution was amended to include language requesting that the EAC provide a
process for the Requirements and Test Assertions to be updated in the absence of a quorum of
commissioners. The amended resolution passed 75-4-1.

Committee Meeting Breakouts and Reports
The following committees met and provided an update to the full Standards Board – VVSG, EAC
Clearinghouse, EAVS, USPS, and Bylaws. I am a member of the EAVS Committee, and we
discussed a comprehensive review and revision to Section A (Voter Registration) of the EAVS.
This effort will likely be similar to the Council of State Government’s review of Section B
(UOCAVA) and result in a new Section A for the 2022 survey.
EAC 2018 Objectives
Brian Newby and EAC staff members discussed how the EAC is defining and measuring its
work. Brian seemed to acknowledge that smaller jurisdictions are more likely to need the
EAC’s resources than larger jurisdictions. Topics included future research and communication
efforts.
Standards Board’s Leadership – April 2018 – 2019
Chair – Greg Riddlemoser (VA – Local)
Vice Chair – Sally Williams (MI – State)
Secretary – Ray Valenzuela (AZ – Local)

